SEARCHLIGHT
CYBER

Searchlight Cyber is proven to defend organizations against ransomware
groups, identify criminals in the pre-attack phase, and unmask high-risk

threat actors in criminal investigations.

Securely investigate high-risk actors to enhance your
cyber posture and unmask criminals

Empower your cybersecurity teams to REFINE 4 ACTIONS A DARK WEB TRAFFIC
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Be the first to know when criminals target your
organization and its supply chain with automated alerts.
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Get visibility into dark web traffic
to and from your network, a key
indicator of malicious activity.

Access previously
unobtainable live and
historic dark web activity.



CRIMINALS USING THE DARK WEB
THINK YOU CAN'T SEE THEM,
WITH SEARCHLIGHT YOU CAN

|[F YOU WERE GIVEN ADVANCE WARNING OF A
CYBER ATTACK, WOULD YOU ACT ON IT?

Sadly, criminals don't send courtesy emails before they commit serious
cybercrimes or breach your network. But if you know where to look, you can
identify threat actors before they strike - at the beginning of the Cyber Kill Chain.

That's the power of pre-attack intelligence from the deep and dark web.

TWO USE CASES, ONE MISSION:
TO PROTECT SOCIETY FROM DARK WEB THREATS

_MENT ORGANIZATIONS LAW ENFORCEMENT & INTELLIGENCE COMMUNITY

@ Automatically monitor for dark web threats ggé_, Investigation tools for any skill level
Receive tailored pre-attack threat alerts """"" Gather dark web intelligence to build a case
% Mitigate threats and report on your impact Uncover criminal activity on the dark web

STRIKE BACK AGAINST THREAT ACTORS AND CRIMINALS GROUPS

With pre-attack intelligence, you can flip the script and proactively spot the reconnaissance activity and
hidden communication of cyber criminals on marketplaces, forums, and hidden chats. By shifting left in the
Cyber Kill Chain, you can spot threats earlier in the MITRE ATT&CK timeline - while criminals are still in the
reconnaissance phase. At the other end of the scale, Searchlight’s data lake of previously unobtainable live
and historic dark web data gives incident response and criminal investigation teams access to critical data you
can use to defend against past, present, and future threats.
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criminal, and threat group activity.
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POSTS, Y0U CAN NOW SEE

KEEP TRACK OF WHEN ‘THREAT ACTOR' IS POSTING ON XSS. COLLECTING ALL OF THE USERS
HERE IS A TIMELINE OF ALL POST RECORDS WE HAVE BROKEN DOWN CLEARLY WHICH TOPIC(S) THEY'RE CLOSELY DISCUSSING, AS.
BY DAY & AMOUNT OF POSTS, WELL AS MATCH THIS AGAINST ANY OTHER TOPICS THEY MAY
DISCUSS ON VARIOUS OTHER SITES OR ACCOUNTS.
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GAIN THE TACTICAL ADVANTAGE

LEARN MORE ABOUT OUR AWARD-WINNING DARK WEB
INVESTIGATION AND MONITORING TOOLS.
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Access continuously updated
intell on the latest tactics, known
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CERBERUS

The world’s most powerful dark web
search and investigation platform. Give
your cyber teams access to previously
unobtainable live activity and over 15
years of archived dark web data.

DARKIQ

Automatically monitor for dark web
risks across all your digital
environments, so you can spot threats
earlier and prevent attacks.

STEALTH RROWSER

MONEY DROP 100%
WORKING FORMAT
RECOVERY EMAIL -
ACTIVATED VEC

5250 USD

@ HonrpRoRLE

BUSINESS SELF
REGISTERED
ACCOUNT + EMAIL
ACCESS + PHONE
ACCESS

$600 USD

3
a
M X0 PASTE AN ONION DIRECTLY INTO HERE FRAUD > BANK DROPS
o}
-} MARKETPLACE
=}
® DRUGS FRAUD HACKING FORGERIES OTHER
“ CC CASHOUT SELF REGISTERED
ULTIMATE PACKAGE BANK ACCOUNT +
. - YOUR ONE STOP SHOP FOR ALL YOUR NEEDS - PROMO FOR B :cornient Lo+ il
Exp lore Tor and I2P onions VESHFYORLOWIDE 6000 ESHP - NGMPROMISE ALY 0 QUK TR scvce vul]. | s | | AN
- ACCOUNT $100 USD
. . . o == $2000 USD
knowing your identity and -
YOUR DRUG SUPPLIER - FREE US DELIVERY
UNCONPROMISED QUALIY <2477 QUK CSTINER SERVICE - 0UR NE TP SHOP
network are protected. i
HIGH QUALITY - LARGE VARIETY IN STOCK SErmsoul  opaceoonts
SHIPS FROM EU + WORLDWIDE SHIPPING « TOP QUALITY ACCOUNT IN AN EU $75USD
BANK - ONLINE
[ — | Tonsaerons
€1100 EUR

Y & o rronie & s e

\\w

@ ronRpRoRILE

RANSOMWARE NATIONAL SECURITY FRAUD

CRIMINAL SERIOUS
INVESTIGATIONS ORGANIZED CRIME ATTRIBUTION

THREATHUNTING [RINVESTIGATIONS CNIPROTECTION

SUPPLY CHAIN SECURITY ACCOUNTTAKEQVER
MONITORING OPERATIONS PREVENTION

COMPANY >

REFINE 7 ACTIONS SHOWING ALL ACTIONS

1Ransomware Action

MENTION ON RANSOMWARE GROUP FORUM
3 Credentials on Markets

©25th June2023 A HighPriority 4 Acton
. e dark ws
0 Credentials on Forums the derkcwe
0 Credentials on Social Chats PASSWORD ON DARK WEB FORUM
©24th June 2023 4 HighbPriority T Bxploit
0 Credentials on Pastes

0 Credentials on Code Repos
MENTION ON DARK WEB FORUM
1TrafficAcl @ 14th June 2023 A High Priority £ Exploit
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We found dark web traffic to and from your network.
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CERBERUS: INVESTIGATIONS

DARKIQ: MONITORING & INTELLIGENCE

SEARCHLIGHT PLATFORM

ACCESS PREVIOUSLY UNOBTAINABLE DEEP AND DARK WEB DATA.
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DARKIQ

Receive actionable alerts
about specific threats to

your organization and its
supply chain.

Monitor dark web traffic to and
from your network and integrate
our APl with your SIEM.

Focus on imminent threats
and create one-click reports
to prove your team’s impact.



Give your cybersecurity team secure access to the most cutting-edge technology
and data, enabling them to detect and track threat actors on the dark web.

PROPRIETARY DARK WEB
TECHNOLOGY

DRILL INTO A CRIMINAL'S

SAFEGUARD ALL YOUR

DIGITAL ASSETS ACTIVITY AND MODUS

OPERANDI

INTUITIVE USER INTERFACE

INVESTIGATE LIVE AND
HISTORIC DARK WEB DATA

COMPLY WITH SECURITY
STANDARDS, INCL.
IS0 27001 & PCI DSS 4.0

THIS DARKWEB SCANNER IS THE ONE TO HAVE! THIS WORKS WONDERS FOR OUR
INVESTIGATIONS EFFORTS AND CROSS-SITE REFERENCING OF USERS AND SITES.

SOURCE: GARTNER PEER INSIGHTS (INDEPENDENTLY VERIFIED REVIEWS)

By partnering with Searchlight Cyber, you’ll unlock access to 15+ years of expertise and
research in internet anonymity and previously unobtainable dark web sources, including;

LIVE AND HISTORIC INTEL ON BUYERS, SELLERS,
DATA FROM AND GOODS FROM
dark web sites dark web marketplaces

SEARCHLIGHT
CYBER

Founded in 2017, Searchlight Cyber is a company that specializes in dark
web threat intelligence. We assist US Government and Law Enforcement
agencies, commercial enterprises, and managed security services
providers around the world in identifying criminal activity on the dark
web and preventing potential threats.
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Suite 63, Pure Offices, 1 Port Way,
Port Solent, Portsmouth PO6 4TY
+44 (0)345 862 2925

900 16th Street NW, Suite 450,
Washington, DC 20006
+1 (202) 684 7516

SLCYBER.10
ENQUIRES@SLCYBER.I0



