
C O M B AT I N G  I N S I D E R 
T H R E AT  W I T H  D A R K 
W E B  I N T E L L I G E N C E

T H E  C H A L L E N G E
Insider threats - a malicious employee, contractor, or 
third party with privileged access - are a security team’s 
worst nightmare. They sit inside the perimeter, they 
need to have access to sensitive documents and data 
to perform their roles, and they have unique power to 
undermine the security of the organization from within.

According to recent research, 60 percent of 
organizations have experienced one or more insider 
threat-related incidents in the past year.1 Indeed, we 
regularly observe evidence of insider threats on the dark 
web. Employees post on forums to attract buyers in the 
cybercriminal community, cybercriminals try to recruit 
insiders, and those that have already done so advertise 
their “innys” for other cybercriminals to use for a fee.

Counterintuitively, sometimes the best indicators of a 
compromised insider can be found in signals outside of 
the company network. This activity on the dark web - 
where cybercriminals believe they can act with impunity 
- provides security teams with an opportunity to identify 
and stop insider threats.  

This report looks at how warning signs of a malicious 
insider can be used to inform internal investigations 
based on intelligence on who the compromised 
employee is, the access they have, and their motivation.

6 0  P E R C E N T  O F 
O R G A N I Z AT I O N S 
H A V E  E X P E R I E N C E D 
O N E  O R  M O R E 
I N S I D E R  T H R E AT-
R E L AT E D  I N C I D E N T S 
I N  T H E  P A S T  Y E A R .

1 https://www.securitymagazine.com/articles/98879-over-half-of-organizations-experienced-an-insider-threat-in-2022
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F I V E  W AY S  Y O U  C A N  S P O T  I N S I D E R 
T H R E AT  O U T S I D E  O F  Y O U R  N E T W O R K

1
M O N I T O R  D A R K  W E B  F O R U M S  F O R  M A L I C I O U S  I N S I D E R S

Security teams should be monitoring for employees using dark web networks such as The 
Onion Router (Tor) to communicate with the wider cybercriminal underworld or to leak data.

Malicious insiders using the dark web are more likely to be technically capable, serious 
about their malicious intentions, and better able to access the tools they need to execute 
their attack. They should therefore be seen as a high-priority threat.

By monitoring dark web forums, organizations can identify indicators that it is their 
organization being targeted, such as their brand name being used, leaked company data, 
or corporate email addresses. They can also gather intelligence that could help them in 
their investigation of a malicious insider, such as employee contact details or an indicator of 
which department the employee is in.

Typically, we observe malicious insiders using dark web hacking forums to:

Advertise their employment at a company to attract cybercriminals interested 
in paying for insider threat services.

Offer initial access into a corporate environment for cybercriminals to bid on.

Sell data or intellectual property that the malicious insider has already stolen 
from the company.

Ask for guidance from cybercriminals on how they can exploit the company.

Buy malware or other tools to execute an attack on the organization.

M A L I C I O U S  I N S I D E R S  U S I N G  T H E  D A R K  W E B  A R E 
M O R E  L I K E LY T O  B E  T E C H N I C A L LY C A PA B L E ,  S E R I O U S 
A B O U T T H E I R  M A L I C I O U S  I N T E N T I O N S ,  A N D  B E T T E R 
A B L E  T O  A C C E S S  T H E  T O O L S  T H E Y N E E D .
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These two posts are real examples from a malicious insider who was requesting tools from the cybercriminal community to execute their attacks on their 
employer. RAT refers to Remote Access Trojan, and FUD means “fully undetectable”.

H e l l o  i ’m  l o o k i n g  f o r  t h e  f o l l o w i n g  a n d  w o u l d  a p p re c i a t e 
s o m e  a n s w e rs ,  b e e n  a  w h i l e  s i n c e  I  w a s  i n  t h e  g a m e  : )

B e s t  R . A .T  a t  t h e  m o m e n t ?  P a i d  o r  f re e  d o e s n ’ t  m a t t e r. 
B e e n  l o o k i n g  c l o s e r  a t  Q u a s a r  a n d  l i k e  t h e  s i m p l e  l a y o u t , 
l o o k s  s t a b l e .

I  a l s o  l o o k  f o r  a  s t a b l e  v e n d o r  w h o  c a n  d e l i v e r  F U D  c r y p t 
a s  o f t e n  a s  n e e d e d ,  O f c  I  w i l l  b e  p a y i n g .

L o o k i n g  f o r  s o m e o n e  w h o  c a n  h o o k  m e  u p  w i t h  a  Wo rd /
E x c e l  e x p l o i t  $ $ $ .

A l l  i n  o n e  w o u l d  b e  t h e  b e s t  : )  i f  y o u  g o t  t h e  t h i n g s  I  n e e d 
a n d  s o m e  a n s w e rs  D M  m e  : )

I  h a v e  p h y s i c a l  a c c e s s  t o  b a n k 
c o m p u t e rs  t h a t  c a n  p u l l  u p  a l l 
c u s t o m e r i n t o ,  w i re  f u n d s  f ro m 
a n y c u s t o m e r,  m a k e  c h a n g e s 
t o  a c c o u n t ,  e t c .  I  c a n  g e t  t a s k 
m a n a g e r  p ro c e s s  l i s t ,  a v/e d r 
v e rs i o n s  e t c . 

N e e d  s o m e o n e  t o  a s s i s t  i n  c u s t o m 
d e s i g n e d  m a l w a re  f o r  i n t r u s i o n  t o  
c o v e r t  u s e  t h e  s o f t w a re  t o  m a k e 
c h a n g e s  t o  b a n k  a c c o u n t .  P M  w i t h 
x m p p  d e t a i l  i f  y o u  a re  e x p e r t .

H O W  T O  C O M B AT  I N S I D E R  T H R E AT  W I T H  S E A R C H L I G H T  C Y B E R
Searchlight Cyber continuously monitors dark web marketplaces and forums to help you spot the earliest 
warning signs of an attack, including threats from employees undermining the security of their organization 
and cybercriminals soliciting insider information.

M O N I T O R  F O R  D A R K 
W E B  M E N T I O N S
Just enter your organization’s 
attributes, such as domains, 
IP addresses, and employee 
credentials, and Searchlight 
will automatically scan 
them against over 8 million 
dark and deep web records. 
Searchlight then categorizes 
and proactively alerts you to 
imminent threats against your 
organization – saving your 
analysts valuable time. 
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A cybercriminal on the dark web forum Exploit tries to recruit a bank insider with access to the account of a deceased individual, in order to commit fraud.

* * * * * *  i n s i d e r  n e e d e d .  H a v e  f u l l  a c c e s s  t o  a  d e a d  p e rs o n  a c c o u n t .  D o r m a n t  6  m o n t h s + . 
H a v e  e v e r y t h i n g  e x c e p t  t h e  p h y s i c a l  c a rd .  H a v e  o r i g i n a l  I D .  A c c e s s  t o  o n l i n e  a n d  t e l e p h o n e  b a n k i n g . 
H a v e  f u l l  v i c t i m  p e rs o n a l  d e t a i l s .

J u s t  n e e d  i n s i d e r  t o  v e r i f y  I D  a n d  w e  c a n  c a s h o u t  3 0 0 k  i n  o n e  d a y.

M e s s a g e  m e  h e re ,  o r  t e l e g ra m .

For example, in the post above the target bank was named (redacted by us), which 
means that this intelligence could have been used by the organization to monitor for 
suspicious account activity or malicious employee behavior. At the very least, the bank’s 
cybersecurity team should create a standing intelligence requirement to monitor for 
interactions with the post. 

A proactive cybersecurity team could use this post to:

Pivot on the alias of the cybercriminal to determine the capability (and 
therefore risk) of the perpetrator.

Monitor for responses and assess if their employees are engaging.

Use the information the cybercriminal provides on their scheme to run an 
intelligence-led investigation into whether this type of fraud is taking place 
within their business.

2
M O N I T O R  F O R  R E C R U I T M E N T  P O S T S 
TA R G E T I N G  Y O U R  E M P L O Y E E S

Organizations should also be monitoring the dark web for cybercriminals who are stalking 
the underworld of the internet to recruit insiders for their operations. Cybercriminals 
routinely post adverts on dark web forums offering handsome payouts to employees who 
can provide them with privileged access. This is a major source of insider threat as, according 
to the Verizon 2023 Data Breach Investigation Report, 89 percent of malicious employees are 
motivated by financial gain.2

2 https://www.verizon.com/business/resources/reports/dbir/

C Y B E R C R I M I N A L S  R O U T I N E LY P O S T A D V E RT S 
O N  D A R K  W E B  F O R U M S  O F F E R I N G  H A N D S O M E 
PAY O U T S  T O  E M P L O Y E E S  W H O  C A N  P R O V I D E 
T H E M  W I T H  P R I V I L E G E D  A C C E S S .
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8 9 %  O F  M A L I C I O U S 
E M P L O Y E E S  A R E  M O T I V AT E D 
B Y  F I N A N C I A L  G A I N 3

4 4 %  I N C R E A S E  I N  T H E 
N U M B E R  O F  I N S I D E R 
I N C I D E N T S  F R O M  2 0 2 0 - 2 2 4

$ 1 5 . 3 8 M  W A S  T H E  T O TA L 
A V E R A G E  C O S T  O F  A N 
I N S I D E R  T H R E AT  I N  2 0 2 2 6

I N S I D E R  T H R E AT  I N  N U M B E R S

I N T E R N A L  A C T O R S  A R E 
R E S P O N S I B L E  F O R  1 9 %
O F  A L L  B R E A C H E S 5

TA K E  P R E - E M P T I V E  A C T I O N  T O  S T O P  C Y B E R  AT TA C K S

G E T  N O T I F I E D  O F  E M E R G I N G  T H R E AT S

A D D  Y O U R  C R E D E N T I A L STA K E  A C T I O N 
R I G H T  A W AY  W I T H 
O U R  N O - I N S TA L L 
P L AT F O R M

3 https://www.verizon.com/business/resources/reports/dbir/
5 https://www.verizon.com/business/resources/reports/dbir/

4 https://www.proofpoint.com/us/resources/threat-reports/cost-of-insider-threats
6 https://www.proofpoint.com/us/resources/threat-reports/cost-of-insider-threats

https://www.verizon.com/business/resources/reports/dbir/ 
https://www.verizon.com/business/resources/reports/dbir/
https://www.proofpoint.com/us/resources/threat-reports/cost-of-insider-threats 
https://www.proofpoint.com/us/resources/threat-reports/cost-of-insider-threats


3
M O N I T O R  T O R  T R A F F I C  T O  A N D  F R O M 
T H E  C O M P A N Y  N E T W O R K

Traffic between Tor and the company network can also provide an early warning sign of 
insider threats.

Many large organizations will have traffic coming from Tor to their network, especially public 
facing infrastructure like their website. This can be benign traffic, where people are simply 
viewing the website from the dark web, but it is certainly worth monitoring for signs of 
cybercriminal reconnaissance. For example, dark web traffic to non-browsable web content 
like VPN portals can indicate that criminals are scanning ports for vulnerabilities. Monitoring 
for anomalous traffic activity, such as a large number of connections, or inconsistencies in 
data request vs response can help security teams to identify if their network is being probed 
or attacked by cybercriminals.

However, connections from the company network to the Tor network are a very reliable data 
point for discovering insider threat because - in most organizations - there is virtually no 
good reason why an employee would be connecting to the dark web.

Traffic going from an organization’s network to the dark web usually indicates 
one of only a few possibilities and each of these justifies immediate investigation 
from the security team:

An employee is engaging in illegal activity on the dark web, which is potentially 
putting the company at risk.

An employee is deliberately engaging with cybercriminals through the dark 
web, which could include sharing data or providing access to the network.

The network has already been compromised and the traffic leaving the 
corporate network is a beacon calling back to a command and control server.

T H E
D A R K
W E B

Y O U R
O R G A N I Z AT I O N ’ S

I N F R A S T R U C T U R E

N E T W O R K   T R A F F I C  T O  A N D  F R O M  T O R

BENIGN TRAFFIC

EMPLOYEE BROWSING DARK WEB

CYBERCRIMINAL RECONNAISSANCE

INSIDER THREAT

PORT SCANNING

BEACON TO  COMMAND & CONTROL SERVER

MALWARE INSTALLLATION

DATA EXFILTRATION

Searchlight Cyber

Combating Insider Threat With Dark Web Intelligence

6



H O W  T O  C O M B AT  I N S I D E R  T H R E AT  W I T H  S E A R C H L I G H T  C Y B E R

S P O T  S U S P I C I O U S  T O R  T R A F F I C  T O  A N D  F R O M  Y O U R  N E T W O R K
A sudden surge in Tor traffic to your network is a clear warning sign that your organization may soon 
be under attack. Searchlight’s proprietary dark web traffic monitoring technology offers automated 
alerts for detecting this pre-attack activity, empowering security teams to identify the earliest 
indicators of data exfiltration.

A G E N T L E S S 
D E P L O Y M E N T  W I T H  O U R 
O U T S I D E - I N  A P P R O A C H 

T O  D ATA  C O L L E C T I O N

D E T E C T  A N O M A L I E S 
I N  D A R K  W E B  T R A F F I C 
L O G S ,  S U C H  A S  L A R G E 

D O W N  O R  U P L O A D S

D E T E C T  C R I M I N A L 
R E C O N N A I S S A N C E  A N D 

I N S I D E R  T H R E AT S

D E F E N D 
A G A I N S T  M A LW A R E 
I N S TA L L AT I O N  A N D 
D ATA  E X F I LT R AT I O N

B E N E F I T S :  D A R K  W E B  T R A F F I C  M O N I T O R I N G  F O R  Y O U R  O R G A N I Z AT I O N
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4
M O N I T O R  C L E A R  A N D  D E E P  W E B  H A C K I N G  S I T E S

Organizations should also be monitoring for signals of insider threat on clear and deep web 
hacking websites, as well as messaging services such as Telegram. These sites are more 
accessible for users with less technical capability so are popular for malicious insiders 
conducting “lower level” cybercrime such as fraud. However, more serious cybercriminal 
operations also use these sites to find malicious insiders who might not frequent the usual 
dark web forums where they operate.7

Clear web sites are those that can be accessed via a regular browser, where individuals quite 
brazenly discuss cybercriminal activity. Meanwhile, deep web hacking forums refer to the 
likes of BreachForums or Cracked - sites that you are able to visit via regular browsers but 
which require credentials to post, creating a barrier for non-criminals.

The messaging app Telegram is particularly popular for advertising and recruiting malicious 
insiders. For example, the messages taken from Telegram below are advertising insiders 
conducting fraud at insurance companies, bank employees who can undertake bank 
transfers, and SIM-swapping at Telecommunication companies.

Insider recruitment post from the deep web hacking forum, Cracked.

L o o k i n g  f o r  U S  B a n k  i n s i d e rs  w h o  h a v e  U S  c o m p a n y b a n k  d e t a i l s  ( w e  a re  m o s t l y  l o o k i n g  f o r  d o r m a n t 
a c c o u n t s  w i t h  l o t s  o f  m o n e y i n  t h e m  a n d  l o t s  o f  a c t i v i t y  p r i o r  t o  t h e  a c c o u n t  b e c o m i n g  d o r m a n t ) .  Yo u 
w i l l  n e e d  t o  h a v e  a c c e s s  t o  t h e  b a n k  s t a t e m e n t  w h e re  y o u  w i l l  h a v e  a  re f e re n c e  n u m b e r o f  t h e  m i c ro -
d e p o s i t  s o  t h a t  w e  d o  s o  w e  c a n  p u l l  m o n e y o u t  o f  i t ,  w e  c a n  t a l k  m o re  d e t a i l s  i n  P M  : )

Malicious insiders are sometimes nicknamed “innys” on Telegram and hacking forums.

W h o  n e e d s  a u t o  c a r  i n s u ra n c e ! !

R e g i s t e re d  p o l i c y  #  b y  i n s i d e r  re a s o n  t o  w h y i t  w o r k s  a t  s e r v i c e  o n t a r i o .

R e g i s t e r  y o u r  c a r  n o w w i t h  a  G 1  G 2  G  o r  g e t  p l a t e s .

P M  w i t h  a n y q u e s t i o n s .

P C  f i n a n c i a l  i n s i d e r  t h a t 
c a n  d o  w i re s  u p  t o  3 0 0 k . . 
6 0/4 0  s p l i t  p m

T- m o b i l e  i n n y i s  u p 
i n f o  n e e d e d

-  p h o n e  n u m b e r
-  s i m  p i c t u re

7 https://www.slcyber.io/cybercrime-on-telegram-a-connection-to-the-dark-web/
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O R G A N I Z AT I O N S 
S H O U L D  A L S O  B E 
M O N I T O R I N G  F O R 
S I G N A L S  O F  I N S I D E R 
T H R E AT  O N  C L E A R 
A N D  D E E P  W E B 
H A C K I N G  W E B S I T E S
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5
B U I L D  T H R E AT  M O D E L S ,  R U N  TA B L E  T O P  E X E R C I S E S , 
A N D  T H R E AT  H U N T

Beyond identifying incidents that specifically relate to them, monitoring externally for 
insider threats can help security teams to build out their intelligence and improve their 
readiness for attacks.

Many security teams have to consider malicious insiders with privileged access as part of 
their threat model and collect intelligence on the hypothesis that they have an insider threat.

Standing intelligence requirements for this threat model could include:

Identifying the assets that malicious insiders are likely to target.

Identifying areas of weakness - such as uncontrolled access - and possible 
countermeasures.

Identifying the adversaries that are likely to target their sector and how they 
might communicate and use insiders.

Identifying potential trigger events for an attack - such as employee layoffs.

Learning from previous incidents and public reporting of insider threats and 
leveraging that understanding to inform defense and detection capabilities.

Meanwhile, threat hunting teams concerned about insider threat can proactively use 
the intelligence gathered by monitoring the dark web to investigate on the assumption 
that the insider is within their business. For example, they could pivot on the profile 
of an insider advertising their access within an organization to identify whether this is 
one of their employees. Alternatively, threat hunters could pivot on the profiles of the 
cybercriminals that interact with the post to identify their capabilities based on their 
wider dark web activity.

Even if companies aren’t resourced to conduct threat hunts, the dark web posts could be 
leveraged as inspiration for table top exercises. For example, taking the scenario: “what 
is the employee in this post was within our business? How would we respond to this 
incident?” Having a predefined game plan in place can have a major impact once a real-
life threat is identified.

M A N Y S E C U R I T Y T E A M S  H AV E  T O  C O N S I D E R 
M A L I C I O U S  I N S I D E R S  W I T H  P R I V I L E G E D  A C C E S S 
A S  PA RT O F T H E I R  T H R E AT M O D E L .

Searchlight Cyber
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H O W  T O  C O M B AT  I N S I D E R  T H R E AT  W I T H  S E A R C H L I G H T  C Y B E R

E M P O W E R  Y O U R  T H R E AT  H U N T I N G  T E A M
Give your cyber teams access to previously unobtainable live activity and over 15 years of archived 
dark web data. Our digital archive of the dark web can easily be searched and filtered – without the 
conventional dangers tied to accessing the dark web. This includes access to deleted posts, such as the 
sale of sensitive information, that are deleted in an attempt to hide them from sight.

S E C U R E LY  A C C E S S  T O R  A N D  I 2 P  F R O M  Y O U R  B R O W S E R  U S I N G  O U R  S T E A LT H  B R O W S E R

S E A R C H  L I V E  A N D  H I S T O R I C  D ATA ,  I N C L U D I N G  P O S T S  T H AT  H A V E  B E E N  D E L E T E D

C R E AT E  A C T O R  A C T I V I T Y  A L E R T S  T O  H U N T  D O W N  S U S P E C T E D  I N S I D E R S

E A S I LY  S E A R C H  A N D  P I V O T  O N  D A R K  W E B  T H R E AT S  A N D  A C T O R S
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U K  H E A D Q U A R T E R S
Suite 63, Pure Offices,
1 Port Way, Port Solent,
Portsmouth PO6 4TY
United Kingdom

U S  H E A D Q U A R T E R S
900 16th Street NW,
Suite 450, Washington,
DC 20006
United States

S C A N  T H E  Q R  C O D E  T O  B O O K 
Y O U R  F R E E  D E M O  T O D AY  O R 
V I S I T  W W W. S L C Y B E R . I O  T O 
F I N D  O U T  M O R E .

S E A R C H L I G H T  C Y B E R  H E L P S  O R G A N I Z AT I O N S 
S A V E  T I M E  A N D  M O N E Y  B Y  S P O T T I N G  T H E  F I R S T 
W A R N I N G  S I G N S  O F  A N  AT TA C K .

“The system provided by Searchlight Cyber 
DarkIQ makes our SOC team more efficient in 
threat hunting and breach investigations.”  
H E A D  O F  C O N S U LT I N G  ( S O U R C E :  G A R T N E R  P E E R  I N S I G H T S )

http://www.slcyber.io
https://eu1.hubs.ly/H05rCPP0

